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Abstract: Information security is the technique of defending information from unauthorized access, use, disclosure,
disruption, modification, inspection, recording or destruction. Data leakage happens whenever a system reveals or
disclosed some information to unauthorized parties. We know that in business or in any distribution purpose it is
necessary to transfer important data among many business partner and between the numbers of employees. But during
this transfer of data information is reach to unauthorized place. So it is challenging and necessary to find leakage and
guilty person responsible for information leakage. The goal of this system is to detect guilty person means agent when
the distributor’s sensitive data have been leaked and if possible to identify the leak data. In this project, we used the
methodology for adding fake object into data. Fake object will be added using steganography concept. Steganography
is the ancient technique of data hiding used for security. We can say that steganography is the art and science of hiding
the existence of information. The ultimate aim of Steganography is to mask the fake data behind the cover file. In this
system, we find the guilty person which is responsible for data leakage of video file. Video consist of number frame
therefore we add fake data on every frame to increase the chance of detection. Here guilty person means agent is the
insider. Insider means the person working in organization. Because in many times, data leakage is happen due to
insider.
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I. INTRODUCTION

Sometimes data is leaked by someone and it found in unauthorized Places. Nowadays a large amount of data are sold
and transmitted on the internet because most of the transactions are carried out on internet. The recently, large growth
of the Internet results in wide range of web-based services such as database as a service, digital libraries, e-commerce,
online decision support system etc. These applications make the digital assets such as digital images, video, audio,
database content etc., easily accessible by ordinary people and easily available for people around the world for sharing,
distributing, or many other purposes. In computer based steganography many forms of digital media may be used as
cover for hidden information, photos, documents, web pages, images and even MP3 music files. The word
Steganography was made from ancient Greek words steganos meaning "covered, concealed, or protected” and graphein
meaning "writing”. Means it is a technique of hiding of a message within another so that presence of the hidden
message is indiscernible. Steganography can be used in a many data formats in the digital world of today. The most
common data formats used are .txt, .doc, .bmp, .gif, .jpeg, .mp3, .avi and .wav. We know that now a day data leakage
of audio and video file get increases. Recently the copies of many films get leak before the release of film. This is a
serious issue. Hence it is necessary to detect the guilty person responsible for this leakage. For the implementation of
this system we used two term

1. Distributor: It is owner of data who send file information to agent.

2. Agent: It is the members of organization, means it is insider and is semi-trusted. They may leak their own data
to the outside word.

In this system we design website where distributor and authorized agent will log in. For new registration one has to fill
the register form, and after successfully submitting the data he can logged into our system. When distributor wants to
send video file they add fake data in original file and then send file to agent. Here the fake data which we added must
be unique to detect the leakage. Here we used date and time as a fake data. We used time in millisecond. For adding
fake data we used LSB steganography concept. A simple way of steganography is based on modifying the least
significant bit layer of images is known as the LSB technique.

Il. LITERATURE REVIEW

Peter Shaojui Wang, Feipei Lai, Hsu-Chun Hsiao, And Ja-Ling Wu proposes an insider collusion attack that
carried out on data mining systems. In [1] explains how many insiders are sufficient to do this attack. In this system
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insiders means person within organizations collude with outsiders. This paper introduced many proposed privacy-
preserving schemes to counter the attack.

X. Zhang and S. Wang in their paper [2] efficient steganography embedding by exploiting modification direction
deals with the steganography embedding process especially on the Internet and given the large amount of redundant
bits present in the digital representation of an image.

H. Zhang and H. Tang proposed in their paper [3] a novel image steganography algorithm against statistical analysis.
This is an easiest method for embedding messages in an image with high capacity. It is not detectable by statistical
analysis such as RS and Chi-square analysis.

J. Fridrich and P. Lison in their paper efficient steganography embedding by Grid colouring [4] in image
steganography discuss a different technique unique to audio steganography is concealing, which exploits the properties
of the human ear to hide information unnoticeably. A weak, but audible, sound becomes inaudible in the presence of
another louder audible sound.

I1l. PROPOSED SYSTEM

We developed the system which finds the guilty person responsible for leakage of video. For this we implement two
functions.

1. Distribution of video file: When distributer sends video to the agent, distributer adds fake data in the original
video before send the video. Here we add current date and time as a fake data. The time is considered in millisecond to
maintain uniqueness of fake data because we required unique fake data every time. One distributor can send same video
to number of agent but for every agent fake data is different. We know that video is made of image and audio. Video
also contain many number of frame. We add fake data on every frame to increase the chance of detection.

Input video file

E.ead video file

Add current date and
time as falke data

Send video to server

Fig.3.1: Flow diagram of distribution of file

2. Detection of video file: To detect guilty agent system compare leak video with the video which is send to the
number of agent. If video is match with one of the agent that agent is the guilty one. As we add fake data in every frame
it is possible to detect the guilty agent even if some part of video get crop.

Cover File
(Image, Video, Audio)

Steganography

h 4

Stego file

Data To Hide
(Text, image, video, Audio)

Fig 3.2: The Process of hiding data
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In this system we used steganography concept. Steganography system consists of three elements.
i) Cover file which hide secret message.

ii) Data to hide

iii) Stego-file which is cover file with message embedded inside it.

Following figure shows the data hiding in steganography.
In fig 3.2, cover file consist of data and video file which is hidden via. Fake data. We used current date and time as fake
data.

IV.METHODOLOGY

To implement this system we used video steganography, we know that video is the combination of image and audio.
Hence to understand video steganography first we have to understand image steganography and audio steganography.

1. Image steganography: A simple way of steganography is based on modifying the least significant bit layer of
images known as the LSB technique. In the LSB technique, the least significant bits of the pixels is replaced by the
message which bits are permuted before embedding. Image steganography is the widely used technique for hiding of
secret data into digital image. This steganography technique exploits the faintness of human visual system (HVS). HVS
can’t notice the variation or changes in luminance of color vectors at high frequency side of the visual band. A picture
is represented by a collection of number of pixels. The individual pixel is represented by their optical characteristics
such as brightness, Chroma etc. The characteristics of images can be expressed in terms of digital bit likes 1s and 0Os.
This technique can be applied on both digital image formats i.e. in bitmap format as well as in compressed image
format like JPEG. In compressed image format each pixel of the image is digitally coded using discrete cosine
transformation (DCT).

2. Audio steganography: Audio steganography is potentially a very powerful. The audio provide users a large amount
of choice and make the technology more reachable to everyone. A user can wish to communicate can rank the
significance of factors such as data transmission rate, bandwidth and noise audibility and then select the method that
best fits their conditions and criterion. For example two persons who want to send rare secret message back and forth
might use LSB coding method. On the other hand a large concern wishing to protect its intellectual property from
“digital pirates” may consider a more sophisticated technique such as phase coding or echo hiding. Means user used the
technique according to his requirement.

Video file is a combination of both image and audio file. So, video Steganography is nothing but a combination of
image and audio steganography. So, the combined evaluations i.e., the evaluations for image and audio steganography
can be taken together for evaluation of video steganography. While doing video steganography, the effect on video has
to be kept in mind to achieve a secure communicating media. Video files are generally consists of images and sounds
so most of the applicable techniques for hiding data into images and audio are also usable for video steganography. In
video steganography, sender sends the secret message to the recipient using a video sequence as cover media.

In this system we used two functions

a). Discrete cosine transform (DCT): DCT is the technique for converting a signal into frequency component. DCT
work by separating images into parts of differing frequencies working from left to right, top to bottom, the DCT is
applied to each block. The DCT is used in JPEG image compression, MPEG, DV, video compression. DCT is a lossy
compression transform because the cosine values cannot be calculated exactly, and repeating introduce rounding errors
into the final result. Variation between original data values and restored data values depend on the method used for
calculate DCT.

b). Discrete wavelet transform (DWT): The discrete wavelet transform is used for transform image. In the numerical

analysis and functional analysis a discrete wavelet transform (DWT) is the wavelet transform in which wavelets are
discretely sampled. The discrete wavelet transform is an implementation of wavelet transform using discrete set of
wavelet scale and translation. This technique is used to transform image pixels into wavelet, which are then used for
compression and coding purpose. DWT has both frequency and location information. In this system we used this
technique for compression.

V. EXPERIMENTAL RESULT

The following snapshot shows result of this system
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Home| Admmlpgml Distributor Login [ Signln‘ AgentRegistrzﬁonl

elcome to Publisher Link

Distributor Login

Username : megha shinde

Password : eeed|

Fig.5.1: Home Page Window

Fig 5.1 consists of admin login, distributer login, agent sign in and agent registration. According to requirement we
make login. First we make distributor and make login. Inside distributor we make number of agent.

Home | Distributed Files | Send File | Record Detection| Agent Registration | View All Agent | Logout |

Distribute Files

Please fill following form:

File Name : videol

Import File : No file selected.

File Type : Video -

Add Fake Record

2017/6/6/5/2017 14:21:623

Generated Fake Record :

Select Agent Name : mamata kawade -

Fig.5.2: Send Window

In Fig 5.2 distributor send file to agent. Here distributor select file name and then add fake data. Finally distributor
select agent name to which file is to send and send file. Here we used current date and time as a fake data.

Home | Distributed Files | Send File ‘ Record Detection | Agent Registration | View All Agent | Logout

Fake Record Detection
Import File : No file selected.
File Type : Video -

ID| Agent Name |File Name| Distributed Date|Match %

20 |mamata kawade|VIDEO1  |5/6/2017 100

Fig.5.3: Record Detection Window
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Import the leakage video file, shows in Fig.5.3 and it gives us the name of agent who is responsible for leakage of file.

Delete DEMOVIDEOFILE nilesh joge o/s5/2017 IVIDEO

Delete DEMONOWWVIDEO nilesh joge 9/5/2017 [VIDEO

Delete |AAAAFEE nilesh. joge o/5/2017 [VIDEO

Delete FFFFLL nilesh.joge 1i0/5/2017 [VIDEO

Delete | A nilesh joge a3/ /5 /2017 VIDEO

Delete Ao mamata kawade 25/5/2017 EXCEL
Delete IMAGEsS usha kayarkar a5 /5f2017 IMAGE
Delete IMAGEG usha kavarkar 25/5/2017 IMAGE

Delete F3 usha kayarkar asg/5fo017 EXCEL

Delete Ao mamata kawade 26/5/2017 [VIDEO

Delete IMAGEY usha kayarkar 26/5/2017 INMAGE

Delete IMAGES mamata kawade 26/5/2017 IMAGE

Delete FLai mamata kawade 26/5/2017 IMAGE

Delete VIDEO1 mamata kawade 5/6/2017 [VIDEO

Fig.5.4: List of distributed file

Fig 5.4 shows the all file which is to be distributed between the agents.

List of Available Agents

e

nilesh.joge Nilesh Joge wardha |3/1/2013 nilesh joge@gmail.com
mamata kawade mamata lkawade wardha |3/18/2000 |mamata@gmail.com
usha kayarkar usha lkavarkar wardha [10/1/1998 usha@gmail.com

Fig.5.5. Available Agents

Fig 5.5 shows list of all available agents.

List of Availalle Files

Distributed By : megha shinde

File Type : VIDEO Posted Date : 5/6/2017

File Name : VIDEO1
View this File

Fig.5.6.Available file window
Fig 5.6 shows list of available file in agent. From this window agent can view the video file.
VI.CONCLUSION
In this system,we find the guilty person responsible for the data leakage of video. This technique is used in many fields.
For example in film industry, because now a days copies of many film get leak before the release of film. This causes
financial losses. Therefore this system is very useful and effective in today era.In this paper, different techniques are

discussed for embedding data in audio and video files as cover media. Here video before send and video after send are
seem to be same. User cannot differentiate these two video by only watching them because fake data is hide from user.
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Detectability, capacity, and robustness are three main factor of steganography. We can use any steganography methods
but it is necessary to satisfy these factors. In this respect the research to device strong Steganography and Steganalysis
technique is a continuous process. Our main aim is to increase the security level of the system and also maintain
integrity and quality of the data.
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